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CERTIFICATE MATCHING 



BACKGROUND OF THE INVENTION 
Field of the Invention 

5 The present invention relates to matching qualified supply to qualified demand 

and internet information exchange, and specifically relates to matching candidates to 
jobs through use of Internet protocols. 

Description of the Related Art 

lap Presently, hiring qualified candidates depends on many manual and error-prone 

-y 

h O processes. For example, a job may require certain qualifications, but a person 
I; reviewing candidate resumes for the job may forget about some of the required 
ji'Ijj qualifications. As a result, an unqualified candidate may be interviewed, thus requiring 
p expenditure of resources to weed out that candidate when such resources may be 
13b* better utilized elsewhere in an organization. Similarly, candidates may have no interest 
O in a given job, but misunderstand the job description and thus mistakenly apply. Myriad 
other examples may be detailed (such as candidates lying on resumes for example), 
however it will be appreciated that the process of hiring a person for a job is necessarily 
complex. Anything that may simplify that process may be useful. 

20 
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SUMMARY OF THE INVENTION 

A method and apparatus for certificate matching is presented. In one 
embodiment, the invention is a method of matching a candidate to a job. The method 
includes receiving candidate information related to the candidate in computer readable 
5 form. The method further includes receiving job requirements related to the job in 
computer readable form. The method also includes verifying the candidate information 
through use of a digital signature and queries transmitted via a network. The method 
may also include matching the candidate information as verified to the job 
requirements, and notifying the candidate and a company providing the job of a result 

10fj of the matching. 

■„?%. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention is illustrated by way of example and not limitation in the 
accompanying figures. 

Figure 1 illustrates an embodiment of matching a candidate to a job. 
5 Figure 2 illustrates an embodiment of matching a job to a candidate. 

Figure 3 illustrates an embodiment of matching a set of candidates to a set of 

jobs. 

Figure 4 illustrates an alternate embodiment of matching a candidate to a job. 
Figure 5 illustrates an embodiment of collecting and verifying candidate 
103. information. 

2 Figure 6 illustrates an embodiment of collecting company information. 
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DETAILED DESCRIPTION 

A method and apparatus for certificate matching is described. In the following 
description, for purposes of explanation, numerous specific details are set forth in order 
to provide a thorough understanding of the invention. It will be apparent, however, to 
5 one skilled in the art that the invention can be practiced without these specific details. 
In other instances, structures and devices are shown in block diagram form in order to 
avoid obscuring the invention. 

Reference in the specification to "one embodiment" or "an embodiment" means 
that a particular feature, structure, or characteristic described in connection with the 
ICQ embodiment is included in at least one embodiment of the invention. The appearances 
€1 of the phrase "in one embodiment" in various places in the specification are not 

J necessarily all referring to the same embodiment, nor are separate or alternative 

& " 

fZ embodiments mutually exclusive of other embodiments. 

q The method and apparatus for certificate matching, in one embodiment, may be 

15U used to match candidates to jobs. Candidates have a set of qualifications, such as 

p 5 

C;3 degrees or training certificates, prior work experience, or willingness to work late shifts. 
Jobs similarly have a set of requirements, and these requirements may be matched 
with qualifications from the candidates. Likewise, the qualifications of the candidates 
may be verified by contacting the institution granting the degree or certificate, the 
20 previous employer, or the candidate personally. Once appropriate information is stored 
in a machine accessible manner, most of the matching and verification may be 
accomplished through use of internet protocols and software, thus eliminating much 
manual operation. This is described in more detail in the following description. 
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Figure 1 illustrates an embodiment of matching a candidate to a job. At block 
1 10, a resume is received. It will be appreciated that this may occur as receipt of a 
resume and data entry into a system. However, it may also involve a candidate 
providing information about qualifications, experience and preferences to a computer, 

5 either through an intermediary or directly. Preferably, the information received at block 
110 results in an XML document or set of XML documents that may be easily 
transferred via the internet or similar network. At block 120, the institutions named by 
the candidate as providing degrees, certificates, or other training are queried to 
determine whether the candidate has provided accurate information. Similar queries 
1(0 may be generated for prior jobs and other appropriate information supplied by the 

*0 candidate. Preferably, these queries occur through the internet or a similar network, 

I; and both the requests for information and corresponding responses may be encoded 

jjTs using an X.509 or similar protocol. 

O At block 130, the query results are organized, thus providing an overall picture of 

15* the candidate. If a query resulted in a response indicating no information was available, 
0 this may be noted as indicating the candidate supplied the information and it was 
unverifiable. If the query resulted in a response indicating the information was either 
correct or wrong, this may be noted appropriately, too. At block 140, the candidate is 
matched to available jobs. This may include determining whether the candidate has the 
20 qualifications for the job, whether the company will accept the level of verification of the 
candidate's qualifications, and whether the candidate would be interested in the job 
(based on preferences for example) among other determinations. These 
determinations may be made by comparing information about the candidate in XML 
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format to information about each job in XML format. At block 150, results of the 
matching process are reported, thus giving a candidate with multiple potential matches 
an opportunity to choose which job to pursue first. 

Figure 2 illustrates an embodiment of matching a job to a candidate. At block 

5 210, job requirements and descriptions are posted. In one embodiment, this may mean 
a company or organization sends information about a job in XML format to a service 
which matches candidates to jobs. The service may then match the information 
provided by the company to candidates who have provided information to the service as 
discussed above with respect to Figure 1 . At block 220, information about the 

1Q3 candidates who matched the job information from block 210 is provided to the 

■ Ft, 

company. This information may preferably be transmitted via the internet in XML 
Jf; format. 

17$ At block 230, the company may rank the candidates based on various indications 

p of suitability for the job (such as over-qualification or less than desired work 
15^ experience). At block 240, job interviews may be arranged as appropriate. It will be 
O appreciated that rule-based or other systems may be used to implement the process of 
block 230, thus eliminating the manual element of the process. Furthermore, interviews 
as arranged in block 240 may be arranged automatically, by notifying the 5 highest 
ranked candidates that an interview is requested at a specified date and time, for 
20 example. 

Figure 3 illustrates an embodiment of matching a set of candidates to a set of 
jobs. Candidate resumes 310 represent XML-formatted information containing 
qualifications, preferences and personal information. Verification 320 represents a 
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verification process such as querying institutions or previous employers, and which may 
be expected to result in various levels of verification for portion of the information 
provided by each candidate. Candidate pool 330 represents a collection of the 
candidate resumes 310 as processed by verification 320 and may have further 

5 information such as how often a given candidate has interviewed, whether a given 
candidate's information has expired, and other appropriate information. 

Job postings 350 represent XML-formatted job information received from 
companies (or provided internally within a company to a human resources type of 
group) and contain job description, requirements and preference information. These 
1Q3 job postings 350 are collectively grouped together as job pool 360, which may also 

^ contain additional information such as how long a given job posting has existed, how 

"j? many people have interviewed for a given job, and whether information for a given job 
posting may have expired (existed long enough to be presumed out of date for 

p example). 

Matching block 380 draws information from both candidate pool 330 and job pool 
0 360, and then matches candidates to jobs. This may range anywhere from simply 
matching requirements to qualifications through matching requirements and verifying 
that preferences will not block the match, to sophisticated ranking of candidates based 
on a rich level of detail of information about both the candidate and the job. As 
20 illustrated, qualified pool 390 results. 

Qualified pool 390 may take on a variety of forms. For a candidate, it may be a 
pool of jobs that the candidate is qualified for, and may include some form of ranking. 
For a company or organization, it may be a pool of candidates considered qualified for 
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the company's job(s) with or without ranking. Qualified pool 390 may also be a large 
integrated database, which is accessible by a candidate to the extent the candidate is 
qualified for a job and accessible to a company to the extent the company has qualified 
candidates. It will be appreciated that multiple qualified pools 390 may be produced as 
5 appropriate. 

Figure 4 illustrates an alternate embodiment of matching a candidate to a job. 
Block 410 includes candidate registration and may include entry of candidate 
information into a form suitable for processing, such as XML format. Block 420 
includes requirements registration and may include entry of company or organization 
ICQ requirements into a form suitable for processing. Block 430 includes qualification 
registration and may include verification of candidate information through transfer of 
% XML and X.509 encoded information. Block 440 includes matching of candidate 
Q information to company requirements, and may include determining whether candidate 
p information is sufficiently verified to satisfy company requirements. Block 450 includes 
13M company registration and may include registering the candidate with the company in the 
O event of a match, thus allowing the company to interview or hire the candidate. 

Figure 5 illustrates an embodiment of information flow in collecting and verifying 
candidate information. Candidate information 510 is provided in XML format and may 
be partitioned into three portions in one embodiment. Private information 520 may 
20 include a candidate's name and identifying information such as a social security 
number or other identifying information suitable for use in recruiting or job-hunting. 
Public preferences 530 may include a candidate's preferences for a job, such as 
standard work hours, geographical area, field or type of work, among other preference 
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information. Public qualifications 540 may include a candidate's qualifications such as 
prior work experience, degrees or training certificates, and other qualifications. Note 
that authority from the candidate to access the public preferences 530 and public 
qualifications 540 may be required in one embodiment, in which case a digitally signed 
5 certificate created and transmitted via X.509 protocols may be used to allow such 
access. 

Public qualifications 540 may further include verification of the candidate's 
qualifications. A query for verification may be sent out, which in turn may require 
authority from the candidate for release of the information. That authority may be 
ICO provided through use of a digital certificate. A candidate may sign the certificate when 
; ;0 providing the information, such that the certificate may be encoded through an X.509 
J; protocol from the candidate's private information 520 and transmitted to the qualification 
Q certificate authority 550. The qualification certificate authority 550 may then accept the 

: ::<T3 ; 
•A 

q certificate and answer the query with return information encoded through an X.509 
protocol, it may reject the certificate and refuse to provide information, or it may indicate 

j: iy: 

P that no information is available. 

The candidate information 510 may have an expiration date imposed by either 
the candidate or whatever service receives the information. This expiration date may 
be imposed by the candidate to prevent continuous and open-ended access to the 
20 candidate's information for example. Likewise, the expiration date may be imposed by 
the service to prevent cluttering of the service's storage devices with stale data. 

Figure 6 illustrates an embodiment of collecting company information. Company 
provided information 610 may include general company information and job-specific 
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information and requirements. Company directory 620 may simply be a repository for 
the company information 610 and may also include information about interactions 
between the company and any services providing candidates or between the company 
and past candidates. Requisition description 630 may be the XML description of the 

5 job the company seeks to fill, and it will be appreciated that multiple requisition 

descriptions 630 may exist for a single company. Similarly, qualifications 640 may be 
the XML description of the requirements for the job the company seeks to fill, and it will 
be appreciated that multiple requisition descriptions 630 may exist for a single 
company. One may anticipate that there will be a one-to-one correspondence between 
103 qualifications 640 and requisition descriptions 630 in one embodiment. However, in 
alternate embodiments, qualifications 640 may apply to a range of jobs, each having a 

J separate requisition description 630 due to different job locations for example. 

it* In the foregoing detailed description, the method and apparatus of the present 

p invention has been described with reference to specific exemplary embodiments 
lfM thereof. It will, however, be evident that various modifications and changes may be 

O made thereto without departing from the broader spirit and scope of the present 
invention. In particular, the separate blocks of the various block diagrams represent 
functional blocks of methods or apparatuses and are not necessarily indicative of 
physical or logical separations or of an order of operation inherent in the spirit and 
20 scope of the present invention. For example, the various blocks of Figure 3 may be 
integrated into components, or may be subdivided into components. Moreover, the 
blocks of Figure 4 represent portions of a method which, in some embodiments, may be 
reordered or may be organized in parallel rather than in a linear or step-wise fashion. 
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The present specification and figures are accordingly to be regarded as illustrative 
rather than restrictive. 
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